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SECURITY FOR
BUSINESS

Bao vé an toan cho doanh nghiép
bang cong nghé uu viét

Tinh nang Core Select Advanced Total
Quan tri tap trung ) ° ° °
Céc tinh nang bao vé cbt I6i cho May tram
- Anti-Malware [ ) ) )
- Firewall
Cac tinh nang quan ly ngwdi dung (Endpoint Control)
-+ Quan ly trng dung s dung ° ° °
- Quan ly thiét bj st dung
- Quan ly trang web truy cap
Bao vé May Chu ° ° °
Bao vé Smartphone va Tablet ) ) °
Ma hoa di liéu ° °
Céc tinh nang quan tri hé théng
- Cai dat hé diéu hanh va phan mém tr xa
- Quan ly phdn mém, phan ciing va ban quyén ° °
- Quan ly 16 héng bao mat va ban va I6i
- Quan ly truy cap mang (NAC)
Bao vé Mail Server L]
Bao vé Internet Gateway °
Béo vé SharePoint Server °




» KASPERSKY
ENDPOINT SECURITY
FOR BUSINESS

Core

Néu hé théng mang chi c6 cac may tinh st dung hé diéu hanh may tram (Windows Workstation, Mac OS,
Linux) ma khéng c6 may tinh str dung hé diéu hanh may chu thi day la giai phap phu hop. Sén phdm bao gém
céc tinh néng chinh:

CAC TINH NANG BAO VE cOT LOI CHO MAY TRAM
ANTI-MALWARE FIREWALL

Day la tinh néng bao vé cbt 16i clia mot phdn mém diét
virus. May tinh sé dwoc bdo vé bdi cong nghé anti
virus wu viét (dat dwoc nhidu gidi thwéng va ching
nhan cla cac td chirc, phong lab uy tin). Kha ndng
phong chéng va tiéu diét malware (virus, trojan, worm,
spyware, rootkit, backdoor,...) l&y lan qua con dwong
file, web, email, IM cia Kaspersky la sy két hop gitra

3 cdng nghé:

« Signature-based: Ky thuat nhan dang truyén théng
v&i co s& di liéu virus dwoc cap nhat lién tuc.

+ System Watcher: Cong nghé phan tich hanh vi va
phong tht chi ddng gitp phat hién va tiéu diét V|rus
m&i vira xuat hién ma chwong trinh chua kip tai vé
ban cap nhat.

o Kaspersky Security Network: Cong nghé dién
toan dam may két ndi div liéu ngay lap ttrc véi hang
triéu ngwdi dung trén toan thé gisi giup bdo vé ngay
tirc khdc cac mdi nguy hiém vira xuét hién.

Bao vé hé théng mang khai sy tAn céng ctia hacker va
cac phdn mém gian diép. Tudng Ira wu viét cla
Kaspersky v&i cong nghé phat hién xadm nhap déc
quyén Host-based Intrusion Prevention System
(HIPS) sé& phat hién va ngan chan cac di twong xam
nhap trai phép vao hé théng dé danh cap hoéc lam hw
héng di¥ liéu quan trong.

QUAN TR| TAP TRUNG VOl KASPERSKY SECURITY CENTER

T4t ca cac goi san phadm doanh nghiép déu dwoc quan tri tap trung bdi phdn mém Kaspersky Security Center,
gilip cai dat va quan ly tlr xa chwong trinh Kaspersky tai cac may tinh trong hé théng mang. Ban c6 thé cap nhat
tap trung co s& di¥ liéu virus, xem trang thai bao vé trong thoi gian thwe, ap dat cac chinh sach anti-malware,
céac chinh sach quan ly nguoi dung, xem bao céo téng thé va chi tiét, hé tro' cac cong cu quan tri hé thdng, quéan
ly ma héa di¥ liéu, cling nhw gli théng bao ngay cac van dé bao mat nguy hiém,.... Kaspersky Security Center
dwoc quan tri qua console hodc qua giao dién web.

YEU CAU HE THONG
Hé diéu hanh may tram Windows Workstation, Mac OS, Linux




» KASPERSKY
ENDPOINT SECURITY
FOR BUSINESS

Select

Goi sdn phdm nay phu hop véi hé théng mang doanh nghiép vira cé6 méy tram va may chi (str dung hé diéu
hanh Windows Server, Linux, Novell Netware). Sdn phdm nay bao gém tét ca céc tinh néng cia sén phdm
KEPS Core (** xem trang 3) dbng thoi duoc bé sung thém: Céc tinh ndng quén ly ngudi ding, Bdo vé may
chud, Bao vé Smartphone va Tablet

CAC TiINH NANG QUAN LY NGU'O'l DUNG (ENDPOINT CONTROL)

QUAN LY UNG DUNG QUAN LY TRANG WEB
Gilip khoa cac ¢ng dung ma nhan vién khong dwoc  Ban co thé cdu hinh ngan cac trang web theo chi dinh

phép s dung theo chinh sach cla cong ty. Két hop
v&i mang dién toan dam may, tinh nang nay cling giup
ban xem dwgc mirc do thdng dung va hang bao mat

cla ban ho&c chon ngan theo phan loai sdn co (tin
tre, trd choi, am nhac, mang xa hdi,...) giup duy tri
hiéu qua lam viéc cla nhan vién va ddm bdo céac trang

ctia mot trng dung cu thé. web khdng phu hgp sé bi ngan chan.

QUAN LY THIET BI

Ban c6 thé khoa mot vai thiét bj nao dod két ndi dén
may tinh cGia nhan vién. Ban c6 thé quan ly theo phan
loai thiét bj (& dia di déng, may in, CD/DVD,...) hodc
quan ly theo loai bus két ndi (USB, Serial, Parallel,
FireWire,...)

Céac tinh nang quan ly nguwoi dung tich hop véi Active
Directory, giup ban dat ra cac chinh sach khac nhau
cho tieng nhém nguwoi dung khac nhau. Ngoai ra, ban
c6 thé quan ly linh hoat céc chinh séch theo lich biéu.

BAO VE MAY CHU

M‘c}t cong cu chéng virus manh mé va&i kha nang toi u’u'héa khi qL!ét sé giup b’éo vé an toan hé théng may chd
ddng théi khong gay ra bat ky tac dong dang ké nao dén hiéu suét ctia hé thdng. Kha nang hé tro: méi trwdng
4o héa manh mé cua Kaspersky Lab dwgc chirng nhan béi VMware.

BAO VE SMARTPHONE VA TABLET

Thiét bi mobile s& dwoc bdo vé bdi Kaspersky Security for Mobile vé&i cac tinh ndng chinh: quét va tiéu diét virus,
chéng tin nhan va cudc goi khéng mong mubn, kiém soat (rng dung duwoc phép chay, ma héa div liéu, an théng
tin quan trong, cac tinh nang chéng mét c&p thiét bi (khda thiét bj tir xa, xda dir liéu tir xa, tim vi tri dwa trén GPS,
théng bao sé SIM méi gén vao). Phan mém dwoc cai dat tir xa va quan ly tap trung.

YEU CAU HE THONG:

+ Hé diéu hanh may tram: Windows Workstation, Mac OS, Linux
+ Heé didu hanh may chd: Windows Server, Linux, Novell Netware
+ Hé diéu hanh Mobile: Android, iOS, Windows Phone, Blackberry, Windows Mobile, Symbian




» KASPERSKY

ENDPOINT SECURITY

FOR BUSINESS

Advanced

Goi sén phdm nay phu hop voi hé thong mang vira co may tram va méy chi bao gom tat cé tinh
nédng cua KEPS Select (**xem trang 4) con dwoc b6 sung thém: Tinh ndng ma héa di liéu va cac

tinh ndng quan tri hé théng

MA HOA DU LIEU

Kha népg ma hgﬁa AES 256-bit giup bdo vé di¥ liéu quan trong trénh’tru’c‘rng hop bi truy cap trai phép hoac bj,
danh cap do mat may tinh. Cac mirc ma hoa Full-Disk, File/Folder, 6 dia di déng, cung khé’ nang tao mat khau
bdo vé khi ma hoa va gidi ma cho phép ban chia sé an toan di liéu quan trong thong qua 6 dia di dong, email,

mang noi by hoac web.

CAC TINH NANG QUAN TR| HE THONG

CAIDAT HE BIEU HANH VA PHAN MEM TU’ XA
Thay vi dén truc tiép may tinh dé cai dat hé diéu hanh,
tinh nang nay gilp ban dé& dang tao, lwu tri» va trién
khai tr xa anh cla cac hé diéu hanh phd bién. Ban
cling dé dang trién khai cai d&t tlr xa cac phan mém
clia bén thir 3

QUAN LY PHAN MEM, PHAN CUNG

VA BAN QUYEN

Tt ca cac thiét bi phan clrng, phdn mém trong hé
thdng sé tw dong dwoc phéat hién va bao cdo tdng thé.
Kha nang kiém ké phan mém gitp ban theo déi gidy
phép ban quyén tap trung nhdm phat hién cac hanh vi
vi pham

YEU CAU HE THONG:

QUAN LY LO HONG BAO MAT VA BAN VA LOI
Tw dong quét hé thbng mang dé tim va cai dat cac 16
hdng béo mat clia phan mém va hé diéu hanh vao hé
thdng. Cong nghé la sw két hop gilra co s& div liéu clia
Microsoft va co s& di liéu riéng clia Kaspersky

QUAN LY TRUY CAP MANG (NAC)

Ban dé dang kiém soat viéc truy cap clia cac thiét bj la
vao hé théng mang néi bd va mang Internet cong ty. Véi
kha nang tw déng phat hién va tw dong tir chdi truy cap
cho céc thiét bi la hodc cac may tinh, thiét bi ctia nhan
vién khong dap (rng dwoc chinh sach bao mat dat ra

- Hé didu hanh may tram: Windows Workstation, Mac OS, Linux
+ Hé diéu hanh may chd: Windows Server, Linux, Novell Netware
+ Hé diéu hanh Mobile: Android, iOS, Windows Phone, Blackberry, Windows Mobile, Symbian




» KASPERSKY
ENDPOINT SECURITY
FOR BUSINESS

Total

San phdm nay béo vé tat ca cac Iop mang trong doanh nghiép (méay tram, may chd, céc thiét bj mobile, email
server va internet gateway). Goi sén pham bao gom téat ca cac tinh nang ctia géi KEPS Advanced (**xem trang
5) dong thoi duwge bd sung thém kha nang bao vé cho Mail Server, Internet Gateway va SharePoint Server

BAO VE MAIL SERVER

Kaspersky dwoc cai dét tich hop véi Mail Server cung cép kha nang bdo vé anti-virus va anti-spam Iwu lwong
email cla tt c& cac hé théng mail server phd bién. Céng nghé anti-virus wu viét gidp can bang tai tai nguyén va
khéng anh huwéng dén hiéu suét hoat dong clia cac may chi email. Ngoai ra, cong nghé dién toan dam may dwoc
tich hop trong phan mém gip gia tang kha nang nhan dang thw rac ciing nhw han ché viéc nhan dang 1am.

BAO VE INTERNET GATEWAY

Kaspersky dwoc cai dat tich hop véi Internet Gateway cung c&p thém mét I6p bao mat web tai cdng vao internet
(ngoai 1&p bao mat clia chwong trinh Kaspersky cai d&t trén may tinh nhan vién). Ngay tai cdng vao Internet,
chwong trinh sé& ty dong xéa cac ddi twong doc hai va tiém tang nguy hiém &n chiva trong ludng di liéu truy cap
vao mang ndi bd thong qua céac giao thtec HTTP, HTTPS, FTP, POP3 va SMTP.

BAO VE SHAREPOINT SERVER

Kaspersky bdo vé may chi SharePoint béng cach sir dung cong nghé sang tao ddc quyén nham chéng lai cac
déi twong doc hai cd gang tai 1én hodc tai vé trong thoi gian thuc. Ngoai ra, kha néng loc theo ndi dung van ban
va loai tap tin giup ban ngan ngtra viéc nhan vién lwu trir cac ndi dung khdng phu hop.

YEU CAU HE THONG:

. Hé didu hanh may tram: Windows Workstation, Mac OS, Linux

. Heé didu hanh may chd: Windows Server, Linux, Novell Netware

. Hé diéu hanh Mobile: Android, iOS, Windows Phone, Blackberry, Windows Mobile, Symbian
« Mail Server: Microsoft Exchange, Linux Mail Server, Lotus Domino

« Internet Gateway: Microsoft ISA Server, Forefront TMG, Squid

« Microsoft SharePoint Server




» KASPERSKY
TARGETED SECURITY

Cac san pham doanh nghiép khac

Vi khéch hang chi ¢é nhu cdu bdo vé cho File Server hodc Mail Server hodc Internet Gateway hoédc
Microsoft SharePoint. Khdch hang chi cdn mua riéng ban quyén phdn mém danh riéng dé bdo vé cac I6p
mang nay. Ngoai ra, Kaspersky Lab cé sén phdm danh riéng dé bdo vé cho hé théng méy o VMware va
hé théng Storage

KASPERSKY SECURITY FOR VIRTUALIZATION

Day la san phdm danh riéng dé bao vé hé théng may do VMware. Chwong trinh tich hop vao VMware vShield-
Endpoint cung cap kha ning quét anti-malware wu viét lubng di liéu vao va ra tat ca cac may ao. Phuong phap
bao vé ctia chwong trinh 13 Agentless, v&i phwong phap nay ban khoéng can cai dét phan mém anti-virus &n tryc
tiép may do ma chi can cai dat chwong trinh anti-virus mot 1an 1&n may vat ly dé& bao vé tat ca cac may o trén
may vat ly, didu nay gidp tiét kiem dang ké tai nguyén han ché clia cac may ao. Ngoai ra, chwong trinh dwoc
quan tri, update tap trung qua phan mé&m quan Iy tap trung Kaspersky Security Center, hd tro ngudi quan tri dé
dang trong tri&n khai, tiét kiém thoi gian, cong stre trong cac thao tac quan ly.

YEU CAU HE THONG:
VMware vSphere / ESXi Hypervisor
VMware vShield Manager
VMware vShield Endpoint

KASPERSKY ANTI-VIRUS FOR STORAGE

Day la mot giai phap chuyén dung dé bao vé di liéu lwu trir trén cac san phdm lwu trir mang EMC Celerra/VNX.
T4t ca div liéu dwoc quét trong thoi gian thue khi chép 1én hé théng lwu triy hodc khi dang chinh stra, ban ciing
c6 thé ra 1énh quét theo yéu cau, tuy chinh d6 sau clia qua trinh quét, loai tap tin quét, sao lwu an toan cua déi
twong dwoc x Iy, bdo cdo dd hoa linh hoat vé tinh trang bdo v&. San pham hoan toan twong thich voi
Hierarchical Storage Management va dwoc tich hgp véi Simple Network Management Protocol (SNMP).
Chuwong trinh dwgrc quan ly mot cach tric tiép hodc tir xa théng qua Microsoft Management Console, Kaspersky
Security Center, ho&c béng cach str dung dong lénh.

YEU CAU HE THONG:
. EMC CELERRA/VNX FILE STORAGE

Tat ca cdc san pham doanh nghiép méac dinh dwoc ding thi véi day dua tinh ndng
trong thoi gian mét thang.
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QUAN TRI VA BAO MAT TOAN DIEN
HE THONG MANG DOANH NGHIEP

Véi Kaspersky Endpoint Security,
Ban c6 thé yén tam vé bao mat hé thng mang

Hé thdng mang doanh nghiép ngay cang phtrc tap véi nhiéu thiét bi, trng
dung va két ndi. Cac hoat ddng kinh doanh ngay cang hiéu qua khi m&
rong hé théng va cho phép mé rong twong tac. Twong tac cang mé thi
nguy co bi tAn cdng vao hé thdng dé an cép div liéu ngay cang cao.

Kaspersky Endpoint Security danh cho doanh nghiép hoan toan méi bao
mat an toan cho ca hé théng bing mét nén tang duy nhat dé thuc hién
cac nhiém vuy: diét sach virus ma doc, ma héa div liéu, quan ly cac ban
va 18i, thuc thi chinh sach quan ly ngwdi ding, quan ly cac két néi di
dong. Bao mat va bao vé di¥ liéu vo gia clia doanh nghiép, ban cé thé
yén tam v&i Kaspersky Endpoint Security.

PACISOFT: KASPCRIKY

www.kaspersky.vn

Software.Hardware.Cloud.Solutions





