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Danh sach kiém tra Worry-Free Business Security Services cho M3 ddc tong tién REVIL

M3 ddc tdng tién tén Revil ( dwoc phat hién bdi Trend Micro cé ma Ransom.Win32.SODINOKIBI.AUWUJDFJ) d&
duoc xem xét trén dién rong.

Worry-Free Business Security cé cac tinh ndng ch( déng dé bdo vé mang khédi cudc tan cong cla m3 doc tong
tién.

Dai véi céc bién phap chd dong, tinh ndng Giam sat hanh vi s& phat hién va tiéu diét cac hanh vi gibng ma doc
téng tién

Khuyé&n nghi dé phong:
1. PAm bao cac mdy cé cai WFBS-SVC va d3 dwoc nang cap phién ban va mau.

2. Thuc hién theo Cau hinh thuc tién t6t nhat dé ngdn chdn ma3 tong tién trong Worry-Free Business Security
Services.

Tham khdo: https://success.trendmicro.com/solution/1112168-best-practice-configuration-for-ransomware-
prevention-in-worry-free-business-security-services-wfbs

3. Thay ddi cai dat quét Thoi gian thuc va Lich quét tir ActiveAction thanh Customized Actions.

o Nhap chon Manual Groups > Configure Policy

o Scan Settings > bén dudi Real-Time Scan Scheduled Scan, chon Configure Settings
o Nhap chon tab Actions, duéi Virus/Malware, d6i tir Active Action thanh Customized Action.
o DAam bdo rang hanh dong dwoc chi dinh cho “Probable Malware” dwgc ddt thanh “Quarantine”.
o Nén ap dung cac cai dat twong ty trén the Manual and Scheduled Scan.

4. Cung cap CAS dé bao vé Exchange Online, SharePoint, and OneDrive bang phwong phap t&t nhat. Tham khao:
Tai xuéng file PDF tai day.

5. Phuong phép tét nhat cho Network

e Sao lwu dit lieu thwdng xuyén, gitr ban sao lwu ngoai tuyén va xac minh qué trinh sao luu dwgrc gilt nguyén
ven. Thuwong xuyén sao luu dit liéu quan trong dé giam thiéu t6i da nguy co tén that. Lwu dir liéu quan trong & vi
tri an ninh 13 phuwong giip cho t6 chitc nhanh chéng hoi phuc. Thuc hanh quy tic 3-2-1: tao 3 ban sao & 2
phuong tién khac nhau vdi 1 ban sao dugc lwu trit bén ngoai: http://blog.trendmicro.com/trendlabs-
security-intelligence/world-backup-day-the-3-2-1-

rule/? ga=2.125509321.275958253.1515983682-1070363041.1510016695

e D{¥ lieu nhay cdm khéng dugc nam trén cung mdt mdy chd va phan doan mang nhu trong méi trudng thu
dién tur.

e S dung xac thyc hai yéu td va mat khdu manh

e Chi duy tri cap nhat PowerShell méi nhat va g& cai dit cac phién ban cii. Tat mot s& diém cudi khdng can
thiét.

Tham khao: https://activedirectorypro.com/disable-powershell-with-group-policy/
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e Tuan thd Nguyén tic dic quyén t6i thiu, ddm bdo rang ngudi dung cé miec truy cap t6i thiéu dé hoan
thanh nhiém vu. Gidi han quy&n Xac thuc quan tri ddi véi cac quan trj vién duoc chi dinh.

e Trién khai k& hoach hoéi phuc, dé duy tri va gilt lai nhiéu ban sao nhat cla di¥ liéu nhay cdm hodc ddc quyén,
va may chi & mot vj tri riéng biét, an ninh.

6. Phuong phap glri email tét nhat

e Trién khai xac thyc, bdo cdo va tinh tudn thl thu dya trén tén mién (DMARC), mét hé théng xac thuc giup
gidm thiéu thu rac bang cach phat hién email spam s dung bang ghi Hé théng tén mién(DNS) va chit ki dién tcr.

e Danh diu cac email tir bén ngoai bang biéu ngit cho biét né dén tir mot ngudn bén ngoai. Diéu nay sé ho trg
ngudi dung phat hién duoc email gia tao.

e Trién khai céc bd loc tai c6ng email d€ loc cadc email spam tong tién, chang han nhu nhan biét cac dong cé
ch( dé doc hai, chan céc dia chi IP dang ngd trén tuwong lra.
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