Hwéng dan str dung Panh gia
trong
Remote Manager



banh gia
Chtrc nang Detection & Response Assessments la chre néngldi‘éu tra chéo khach hang giap ban
dinh vi Thw dién twr va Diém cuoi di lieu khdp voi tiéu chi moi de doa dwoc ban chi dinh. Trén
tab Assessments, ban c6 thé tao danh gia m&i, quan li danh gia hién c6 va xem két qua danh gia.
Cé 2 céch tao danh gia: tao nhanh va tao nang cao.

I. Cach tao Endpoint Assessment

1. Tao nhanh Endpoint Assessment — Danh gia nhanh diém cubi c6 s&n bbn (4)
loai tiéu chi va khoang thoi gian ba muwoi (30) ngay trwéc.

v Create Assessment

m

Find endpoints that contain any of the specified threat indicators in the past 20 days

a) Nhap vao Detection & Response > Assessments.
b) M& rong muc Create Assessment, chon Quick and Endpoints.
c) Nhap tén dau muc hodc st dung tén tao ngau nhién.
d) Nhap t6i da muwdi tiéu chi.
* Ham bam SHA-1
* Ham bam SHA-256
« Dia chi lpv4
« Mién
e) Nhap vao Select Customers, sau dé chon khach hang dé dwa vao danh gia
f)  Nhap vao Assess Impact.



2. Tao Advanced Endpoint Assessment (User-Defined) — Danh gia giém cudi nang
cao c6 san chin (9) loai tiéu chi va khoang thi gian xac dinh cau hinh toi da 1én den ba
muoi (30) ngay trwdc. Ban cé thé tht cdng dinh dang danh gia ho&c tai tép OpenlOC Ién.

v Create Assessment

Advanced J Endpoints ~- Emails
© User-defined OpenlOC file
Task name: Assessment - 202101222232524
Critenia: Maich ANY criteria ~
-+ New criteria ~
Data period Last 20 days ~

Customers: 0/105 selected Select Customers

a) Nhap vao Detection & Response > Assessments.
b) M& réng muc Create Assessment, nhan chon Advanced and Endpoints.
c) Dé dinh dang tiéu chi thd cdng, chon User-defined.
d) Nhap tén ddu muc hoac st dung tén tao ngau nhién.
e) Nhap tdi da muwoi tiéu chi.

* FQDN / dia chiIP / Tén may chu

* Tén nguwdi dung

« Téntép

« Giatri ham bam cua tap

« Tap tin ctua thw muc

» Ma dang ki

* Tén gia tri dang ki

» D liéu gia tri dang ki

* Lénh CLI

f)  Chon khoang th&i gian cia di liéu
* 24 gid qua
* 7 ngay qua

+ 30 ngay qua

g) Nhéap vao Select Customers, sau do chon khach hang dé duwa vao danh gia
h)  Nhap vao Assess Impact.



3. Tao Advanced Endpoint Assessment (OpenlOC file) - Danh gia diém cudi nang cao
( tép OpenlOC) cho phép ban tai lén tép OpenlOC bao gom gia tri dwoc xac dinh trwdc va
khoang thoi gian xac dinh cau hinh toi da Ién dén ba mwoi (30) ngay trwéec.

v Create Assessment

a) Nhép vao Detection & Response > Assessments.

b) M& rong phan Create Assessment, chon Advanced and Endpoints. Chuyén nit
radio sang OpenlOC File

c) Tailén tép OpenlOC File m&i hodc st dung tép c6 sdn da dwoc tai [én tir truwée.
d) Chon khoang thoi gian di¥ liéu
« 24 gid qua
* 7 ngay qua
« 30 ngay trwéc
e) Nhép vao Select Customers, sau dé chon khach hang dé dwa vao danh gia
f)  Nhap vao Assess Impact.

Lwu y: Béanh gié sé tr vé dbi tong ndo khép véi bat ky chi sé hé tro duroc chi dinh trong tép 10C



[I. Cach tao Email Assessment

1. Tao nhanh Quick Email Assessment - Thw danh gia nhanh cé san ba (3) loai tiéu chi va
khoang thoi gian ba mwoi (30) ngay truéc.

v Create Assessment

a) Nhap chon Detection & Response > Assessments.
b) M& rdng phan Create Assessment, chon Quick and Emails.
c) Nhap tén dau muc hodc st dung tén tao ngau nhién
d) Nhap tbi da muwoi tiéu chi.
» Dia chi email cia ngu&i gl
+ Gia tri ham bam SHA-1 (déi v&i tép dinh kém)
* URL duwgc nhang
e) Nhép vao Select Customers, sau d6 chon khach hang dé& dwa vao danh gia
f)  Nhép vao Assess Impact.

2. Tao thw Advanced Email Assessment — Thw danh gia nang cao cé san tam (8) loai
tiéu chi va khoang thoi gian xac dinh cau hinh téi da Ién dén ba mwoi (30) ngay trwéec.

v Create Assessment

Quick Advanced 3 Endpoints = Emails
Task name Assessment - 20210122234125
Critenia:  Match ANY criteria
-+ New criteria ~
Data period Last 30 days ~

Customers: /124 selected Select Customers




a) Nhap vao Detection & Response > Assessments.
b) M& rong muc Create Assessment, chon Advanced and Emails.
c) Nhap tén dau muc hodc st dung tén tao ngau nhién
d) Binh dang c4u hinh téi da mwi tiéu chi danh gia
« Dia chi email chia ngudi guri
« IP ho&c mién cGa may chi email nguwdi gl
» Dia chi email ngui nhan
« Chu dé tin nhan
* Tén tép dinh kém
« Giatri ham bam SHA-1 cua tép dinh kem
+ Tép m& rong
* URL duwgc nhang
e) Chon khoang th&i gian di liéu
* 7 ngay qua
* 14 ngay qua
+ 30 ngay qua
f)  Nhép vao Select Customers, sau d6 chon khach hang dé dwa vao danh gia
g) Nhap vao Assess Impact.

. Xem két qua danh gia
Trén tab Detection & Response Assessments, phan Danh sach Assessment List cho phép
ban thwc hién cac tac vu sau.
i.  Xem chi tiét danh gia - vao lién két trong cot Task Name dé& xem chi tiét bao gébm
tinh trang hién tai, giai doan, khach hang dwoc chon, khach hang bi anh hwéng va cac
tiéu chi danh gia.
A. Tin nhan trung khép
« Tin nhan bj khoanh vung hoac
« Xuét div lieu
« Xem ngu®i nhan tin nhan
* Quan ly cac URL dwgc nhang
* Quan ly cac tép dinh kém
B. Diém cubi tring khép
« Xuat div lieu
« Xem chi tiét ctia diém cudi dwoc xac dinh trang khép

i.  Xem khach hang bj anh hwéng — Nhép vao s lwgng trong cét Affected Customers
dé xem danh sach khach hang co thw tin nhan email hoac di liéu diém cudi

ii. Xda danh gia — Chon bat ki con sé hodc danh gia da hoan tat va nhap vao Delete.
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